ZEEKO

‘73" APPYNESS

ONLINE

PEER TO PEER INTERNET
SAFETY EDUCATION

MATERIALS

Primary /- NI and Scotland
Year 6 - England and Wales

Hth Class - Ireland




TABLE OF CONTENTS

LESSON 1 SELF-ESTEEM ...ttt ettt ettt ettt e e e e e ettt e e e e e e bbb et e e e e s e e anb e b eeeeeesannsreeeeeeeaaan seeeas 3
TEACKNET DVEIVIEW ..ttt ettt ettt ettt et e bt e eb e e e bt e b e e e bt e eb e e eae e sanesane et eeabee senareeanes 4
ST O =T Y o [T £ PP PRPR 5
(G o0 o =TT L= gy Y=Y (TSP 12
Classroom activity worksheet for self- @StEEM.....uuiii i e e e e 14
Homework activity worksheet for self- @StEEM ...oc.eeviiiiiii e 15

LESSON 2 DIGITAL FOOTPRINT ...etttttttitieeiiittete ettt e e s sttt e e s s s e smretee e e s s saseneeeeessesannneeteeeesssannssnnenesssanannne 17
LT ol =T @ A =T oV =L PO PRPR 18
ST O LT Y o [T SRR 19
LG o T8 o =TT L=T Y =TT SRR 27
Classroom activity worksheet for digital fOOtPrint........ccvvviiiiiiiiii e 29
Homework activity worksheet for digital fOOtprint..........ceiiiiiiiiiiiiie e 30

LESSON 3 SCREEN TIME ... .ottt st s e st s e st et e e eeeeeeeeeeeeeeeee sens 31
TEACKHET OVEIVIEW ...ttt ettt sttt e bt e s bt e ettt e bt e e sabeesabeeaabe e e beeesabeesabeeenneees senneeans 32
PrESENTET SNEELS ..o ettt s e e st e b eesreeeas 33
GrOUP LEAAET SNEELS .. .uviiieciiiie ettt ettt e et e e et e e e et e e e e s abaee e e saaeeeeabeeeeansseeesansbeeeennsaeeen seas 43
Classroom activity worksheet for SCre@n time ......eiiociiei i et saae e 45
Homework activity worksheet for SCreen time .........euvieeei i 46

LESSON 4 FRIENDS ONLINE......ceetteteeee ettt ettt ettt e e e e et e e e e e e e abe bt e e e e e seannbe s eeeeeeeannsneeeeesesannnee 47
TEACKNET DVEIVIEW ..ttt s h ettt ettt ettt e bt e bt e bt e ebe e s bt e sbeenbeesanenanesane eesanenas 48
PrESENTEI SNEETS....eeiiiiiiiie ettt et et e b e bbb bt s h e s st ean sanenene e 49
GrOUP LEATET SNEETS .. .eiiiieciiiie ettt ettt e et e e ettt e e e st e e e e sabbe e e e sbteeeensbaeeeansbeaesansaeaeensseeeen sens 56
Classroom activity worksheet for friends ONINE ......ooocvviii i e 58
Homework activity worksheet for friends OnliNe ..........oocuviiiiiiiii e 59

LESSON 5 CYBERBULLYING......eettettetietteitteitte sttt ettt ettt ettt et sb e bt st sttt et est et et e e bt e be e neenbeennees 61
TEACKNET DVEIVIEW ...ttt ettt ettt ettt et e bt e bt e bt e s b e e s bt e s beesbeesanesanesane eesenenan 62
PrESENTET SNEELS ...ttt ettt e bttt et e bt e bt e e sabe e et e e e be e e abteesabee eeenareean 63
GrOUP LEAAET SNEETS .. .eveiieeieie e ettt e e e e et e e e e eabeeeeaataeee e sabeeeesseeeeansbeeesansbeeeeassaeeen seas 70
Classroom activity worksheet for cyberbUllying........cccveii oot 72
Homework activity worksheet for cyberbullying...........ooouviiiiiii i 73

—

2 Primary 7 / Year 6 / 5" Class

APPYNESS

ONLINE



LESSON 1 SELF-ESTEEM




LESSON 1 - SELF-ESTEEM

Teacher Overview

Materials required for the lesson:

a Lesson software loaded on the computer.

a One presenter sheet for each presenter (typically 2 presenters per lesson).

a One group leader sheet for each group leader (typically 8 group leaders per lesson).
|

|

One classroom activity worksheet for each pupil (typically 30 pupils per lesson).
One homework activity worksheet for each pupil (typically 30 pupils per lesson).

Before beginning the lesson:

° Load Lesson 1 on the Appyness Online software. Check the lesson is displayed on the whiteboard.

° Confirm all the presenters have their materials ready and feel comfortable to proceed with the
lesson plan.

° Ensure that the class has been divided into groups of 3 to 4 pupils. A typical class of 30 pupils will

have 6 groups of 4 pupils and 2 groups of 3 pupils. Assign one group leader to each group, 8 group
leaders in total.

° Remind the class of any rules you have for the lesson plan and classroom activities.
Key Message Timing for 30 min
s
1 Everyone is different and that’s okay. 7 mins
2 Do not feel pressured to be like everyone else. Be yourself online! 7 mins
3 Comparing can make you feel sad. Remember the facts and focus on what makes | 5 mins
you happy.
4 Social media does not tell the full story. Sometimes the things we see online can | 3 mins
be fake.
Mr Self When we have negative thoughts or doubts, we can focus on the positives 5 mins
Doubt instead.
5 Recap and homework activity. 3 mins
|
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LESSON 1 - SELF-ESTEEM
Presenter Sheets

This lesson is about self-esteem. Self-esteem describes how someone thinks or feels about themselves.
For example, if you feel good about yourself that is good self-esteem.

Sometimes young people can feel pressure to like what everyone else likes online. For example, a young
person might feel pressured to like a popular YouTuber or a new game if everyone else likes the YouTuber or
new game.

The first part of the lesson is about being yourself and feeling good about things that you like or enjoy, as
this is what makes you unique! It is also about being a good friend and making sure that you help your
friends and other young people in your class to feel good about being themselves.

The second part of the lesson is about comparison sadness. Comparison sadness is when people become
unhappy because they compare themselves to the people they see online, even though you cannot always
trust what you see on the internet. The best way to beat comparison sadness is to think of all the positive
things about yourself and other things in your life.

Here are the key messages:

1) Everyone is different and that is okay.

2) Do not feel pressured to be like everyone else. Be yourself online!

3) Comparing can make you feel sad. Remember the facts and focus on what makes you happy and
confident!

4) Social media does not tell the full story. Sometimes the things you see online can be fake.

5) When you have negative thoughts or doubts you can focus on the positives instead.

Presenters: Read through each screen and think about what you might say for each screen. Remember, you
are the storyteller.

Reminder: If you have any questions about the lesson make sure you ask your teacher beforehand. You can
also practice at home by getting your friends and family to play the role of the pupils that you will be
helping during the self-esteem lesson.
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PHONE 1: Everyone is different and that’s okay.

Presenters, to yourself, read the “Instructions” box for each screen. Fill in the blanks in the “Read Out and
Discuss” box. Read to the class the completed text in the “Read Out and Discuss” box. Discuss with the class,
what is on the screen and the text you have read out.

Screen Instructions Read Out and Discuss
Introduce Sam! Sam is aged and he livesin
)
Meet Sam. ? @
:fhesearesome @ o
the things he
e o oonine I L Explain what Sam Sam likes to

and offline

likes to do online

Introduce Sam’s
friend Ava

Ask the class

This is Ava. She is

Can anybody tell me what are some of
the similarities and differences

“l am Unique”

Worksheet - i

Make sure each pupil
completes a
worksheet

When everyone is
finished ask them to
compare worksheets

Group leaders, can you please hand
out

In your groups, compare your
worksheets
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PHONE 2: Don’t feel pressured to be like everyone else. Be yourself online!

Screen Instructions Read Out and Discuss
Introduce Shaz This is Shaz. She loves
L PIHERRHEY
* e Explain what Shaz
w ? ‘ likes to do online

« 5 BestFriends Chat
| All: Hey Guys, what's everyone up to? ]
(Nico: Mot much just finished my homeworki Bodng @ |

A1l HAHA! So boring!

Shaz: Have you guys seen the castle | built in minecraft??
It took me three ]

41 UUUUGGGHH | cant believe you still play MineCraftl! &

Nico: Yeah! Why are you on It? It's 5600 bad! Shaz you need to
go on SnapChat! It's socoo much cooler than MineCraft ==

Explain that Shaz’s
friends don’t like
Minecraft

Get volunteers to
read out each person
in the conversation

Make sure the class
understand the
situation

Shaz loves Minecraft, but her friends

Can | please have 3 volunteers to

So, as we just heard

Ask the class to work
in their groups

Ask the class for
some of their
answers

Now our group leaders are going to do
classroom group activity 1 with you.

What were some of your answers for:
Q How could this make Shaz feel?

Q What could her friends have said
differently?

Shaz: 'm not really interested in in Snapchat and
playing Minecraft makes me happy! &

[Shaz: So'm going to keep playing it! |

Ask a pupil to read
Shaz’ response

Ask the class

Would someone like to

What do you think about how Shaz
?

Make sure the class
understands the key
message

From Shaz we learned

It is really important to remember
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PHONE 3: Comparing can make you feel sad. Remember the facts and focus on what makes you happy.

Screen

Instructions

Read Out and Discuss

Amy lollows Lisa
on instagram

Lisa is atways
posting the best
pictures of all the
cool things she
gets up to

Explain how Amy
compares herself to
Lisa and sometimes
she feels bad

Amy follows Lisa

Sometimes she sees the things Lisa is
doing and

Comparison Sadness Is when people become
unhappy because they compare themselves to the
people they see online

Read the definition
of comparison
sadness on the
screen

Comparison sadness is

Amy was experiencing comparison
sadness because

Ask the class to work
in their groups

Now our group leaders are going to do
classroom group activity 2 with you.

Does Lisa post about everything in her life? :'|
Does Amy have good things In her Iife? i

Go through each
guestion and ask the
groups for their
answers

Ask the class for
some advice for Amy

So the first one was

What advice would you give Amy
when she is feeling comparison
sadness?
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PHONE 4: Social media does not tell the full story. Sometimes things we see online can be fake.

Screen

Instructions

Read Out and Discuss

[0
8

Explain that we do
not always see the
full story

Show the class that
we only see the best
parts online

On Instagram, Lisa looks like she is
having fun but we don’t know

Here we can see that Lisa

Explain that not
everything you see
online is true

Explain that Lisa
‘staged’ this photo

This post makes it look like Lisa

Lisa staged this photo which means

Why do you think people stage photos
and videos?

Social Media makes things look perfect

Escapa Comparison Sadnass by focusing on the facts!

Make sure the class
know how to escape
comparison sadness

Help the class learn
how to think of the
good things

When you see things on social media
remember

If you feel comparison sadness you
should

Everyone think of some things you are
thankful for.

What things are you thankful for?
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MR SELF DOUBT: When we have negative thoughts or doubts, we can focus on the positives instead.

Screen

Instructions

Read Out and Discuss

Explain how negative
thoughts can make
us feel bad

Take each negative
thought and ask the
class what they
could think instead.
Click on the thought
to pop it.

Remind the class
what they can do
with negative
thoughts

If you have confidence in yourself you
have good self-esteem, but sometimes

Let us start with | am not cool. What
could we challenge this thought with?

Remember when you have negative
thoughts about yourself

10
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PHONE 5: Recap and homework activity.

Screen Instructions Read Out and Discuss
i Find out what the Can anyone tell me one thing they
[« Appyness © |

class learned learned today?

Recap

e Tell the class what | think it is really important to
famh . .

you think is
important from the
lesson

Ask the group Group leaders, can you please

leaders to hand out

the homework

e e e activity worksheet for
[2:) self-esteem

Take home activity:
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LESSON 1 - SELF-ESTEEM
Group Leader Sheets

This lesson is about self-esteem. Self-esteem describes how someone thinks or feels about themselves.
For example, if you feel good about yourself that is good self-esteem.

Sometimes young people can feel pressure to like what everyone else likes online. For example, a young
person might feel pressured to like a popular YouTuber or a new game if everyone else likes the YouTuber or
new game.

The first part of the lesson is about being yourself and feeling good about things that you like or enjoy, as
this is what makes you unique! It is also about being a good friend and making sure that you help your
friends and other young people in your class to feel good about being themselves.

The second part of the lesson is about comparison sadness. Comparison sadness is when people become
unhappy because they compare themselves to the people they see online, even though you cannot always
trust what you see on the internet. The best way to beat comparison sadness is to think of all the positive
things about yourself and other things in your life.

Here are the key messages:

1) Everyone is different and that is okay.

2) Do not feel pressured to be like everyone else. Be yourself online!

3) Comparing can make you feel sad. Remember the facts and focus on what makes you happy and
confident!

4) Social media does not tell the full story. Sometimes the things you see online can be fake.

5) When you have negative thoughts or doubts you can focus on the positives instead.

Group Leaders: Read through your group activity sheets. Think about what kind of answers people might
give and what questions you could ask to get everyone thinking.

Reminder: If you have any questions about the lesson make sure you ask your teacher beforehand. You can
also practice at home by getting your friends and family to play the role of the pupils that you will be
helping during the self-esteem lesson.
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LESSON 1 - SELF-ESTEEM
Classroom group activity for self-esteem

Classroom group activity 1:

Read:
Shaz loves to play Minecraft and she likes to talk about the things she has made. Her friends have
told her that she should stop playing it and to use Snapchat instead.

Ask:
Q How could this make Shaz feel? Why?
Q What could her friends have said differently?

Any other questions:

Classroom group activity 2:

Read
Comparison Sadness is when people go online and see how other people’s lives look and they can
feel sad or bad about themselves. This is what happened to Amy. Amy is assuming that Lisa’s life is
perfect.

Ask:
Q Is anyone’s life perfect?
Q Is Lisa’s life perfect?
Q Does Lisa post about everything in her life?
Q Does Amy have good things in her life?

Any other questions:
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LESSON 1 - SELF-ESTEEM
Classroom activity worksheet for self-esteem

14

| am most happy

when...

My favourite thing
todois...

| want to learn to

get better at...

4 )

What makes
you unique?
Complete the
sentences in
the stars and
describe what
makes you

unique.

%
%
=

&
A

What | like about
me is...

I am really good
at...
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LESSON 1 - SELF-ESTEEM

Homework activity worksheet for self-esteem

Everybody is unique and different. Sometimes people can feel like they need to like the same
things as their friends or they need to act the same as other people.

Using what you learned about self-esteem in Appyness Online, explain to a parent or guardian
why it is important to be yourself online.

Write/draw some of the things that you enjoy online and offline and some of the things that you
like about yourself. Your parent/guardian can add some of theirs too!

Discuss: What are some things you can do if you feel pressure to be like other people?

Parent/Guardian signature:
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LESSON 2 - DIGITAL FOOTPRINT

Teacher Overview

Materials required for the lesson:

oDoodoo

Lesson software loaded on the computer.

One presenter sheet for each presenter (typically 2 presenters per lesson).

One group leader sheet for each group leader (typically 8 group leaders per lesson).
One classroom activity worksheet for each pupil (typically 30 pupils per lesson).
One homework activity worksheet for each pupil (typically 30 pupils per lesson).

Before beginning the lesson:

Load Lesson 2 on the Appyness Online software. Check the lesson is displayed on the whiteboard.
Confirm all the presenters have their materials ready and feel comfortable to proceed with the
lesson plan.

Ensure that the class has been divided into groups of 3 to 4 pupils. A typical class of 30 pupils will
have 6 groups of 4 pupils and 2 groups of 3 pupils. Assign one group leader to each group, 8 group
leaders in total.

Remind the class of any rules you have for the lesson plan and classroom activities.

Key Message Timing for 30 min
class

1 Your digital footprint remembers everything you do online. 5 mins
2 Once you put something on the internet, you don’t have control of it anymore. 4 mins
3 We must think about what we put online because we never know who will end 7 mins
up seeing our digital footprint.
4 Everyone has a responsibility to think about what they are posting. 7 mins
5 You settings can help keep you safe online, especially keeping things private. 4 mins
6 Recap and homework activity. 3 mins
]
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LESSON 2 - DIGITAL FOOTPRINT
Presenter Sheets

This lesson is all about your digital footprint. A digital footprint is a track of everything that you do on the
internet. Things like your posts and pictures or videos you have watched are stored forever online.

Sometimes people can see parts of your digital footprint, like if you post a public comment or share a
photograph for other people to see. Other parts of your digital footprint might be hidden from the public,
like when you send a private message, but companies like Snapchat or Instagram can store the information
on their servers. Also, even if you just send something to one person, they could send it on to others.

The first part of the lesson is where the digital footprint will be explained. A digital footprint is not
necessarily a bad thing, but it can get people in trouble sometimes. For example, if you have mean things in
your digital footprint, then other people might see it.

The second part of the lesson is about why it is so important to think before you post and why it is
important to keep things private online. Sometimes people think that something like Snapchat is safer
because messages disappear, but someone can still screenshot what you say. Once you post anything online,
it is out of your control who can see it.

Here are the key messages:

1) Your digital footprint remembers everything you do online.

2) Once you put something on the internet, you do not have control of it anymore.

3) We must think about what we put online because we never know who will end up seeing our digital
footprint.

4) Everyone has a responsibility to think about what they are posting online.

5) Your settings can help keep you safe online, especially keeping things private.

Presenters: Read through each screen and think about what you might say for each screen. Remember, you
are the storyteller.

Reminder: If you have any questions about the lesson make sure you ask your teacher beforehand. You can
also practice at home by getting your friends and family to play the role of the pupils that you will be
helping during the digital footprint lesson.
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PHONE 1: Your digital footprint remembers everything you do online.

Presenters, to yourself, read the “Instructions” box for each screen. Fill in the blanks in the “Read Out and

Discuss” box. Read to the class the completed text in the “Read Out and Discuss” box. Discuss with the class,

what is on the screen and the text you have read out.

Screen

Instructions

Read Out and Discuss

What can you remember?

a2

Ask the class some
difficult questions
about things from
last week. What can
they remember?

Explain how the
internet remembers
everything

What colour socks did you wear on
Saturday?
What did you have for dinner

(Make up some of your own!)

You might forget things but everything
you do on the internet

Your digital footprint is a record of
everything you have done

Ask the class

Explain how your
digital footprint can
be used to find out
about you

Remind the class
that your digital
footprint has
information about
you

What things can you find out about
this boy from

If someone sees your digital footprint
they might

It is important to think about what you
post because your digital footprint

Ask the class to work
in their groups

Take some answers
from the groups

Now our group leaders are going to do
classroom group activity 1 with you.

What answers did you have for each

question?

1. Thinking about your own digital
footprint, what kind of information
could people find out about you
online?

2. What kind of websites or apps do

20
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you think add the most to
someone’s digital footprint and
why?
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PHONE 2: Once you put something on the internet, you don’t have control of it anymore.

Screen

Instructions

Read Out and Discuss

.

- — Write a fake secret Write down: | am (A
- Agpyness . e
on a piece of paper millionaire? A famous footballer?
Class Activity Something else?)
ShareaSecrel;&,‘
Pass the secret to | am giving you a fake secret and |
one person and ask | want you to
them to read it and
pass it on. Make sure | Each person who gets it should read it
the secret is passed | and then
around for a while.
Ask the class If | get the piece of paper back will that
mean nobody saw my secret?
Explain that this is When you put something on the
what happens when | internet you cannot just take it back
you post online because people
Asha sent this Describe why Asha Things disappear on Snapchat so Asha
& secret Snapchat .
st [N shared a secret on thought it would be okay to
AN Snapchat
| No wayttr s ‘h.k mw?

Ask the class

Explain that even if
things disappear
people can take
screenshots

What could Asha’s friend do with this
message”?

Asha’s friend could take a

This is another reason to be careful
about what you post because

22
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PHONE 3: We must think about what we put online because we never know who will end up seeing our

digital footprint.

Screen

Instructions

Read Out and Discuss

Tell Sam’s story. He
lost a place on the
team because of his
digital footprint.

Sam is a really good footballer and he
had a trial with

The manager looked at his digital
footprint and decided

I_iv
I Group Activity! l
. Discuss what happened to Sam

i
©

Ask the class to work
in their groups

Take some answers
from the groups

Now our group leaders are going to do
class room group activity 2 with you.

What answers did you have for each

question?

1. What do you think the club saw
that made them not want him to
join? Why?

2. Why would Sam have posted things
which are damaging to his
reputation?

3. What should he have done
differently?

What impression do you get?

Ask someone to read

Would someone like to

a- oo out the posts
- T What impression do these posts give
e . Ask the class you about Sam?

S e oy ey If you were the football coach and saw
these posts would you want Sam on
the team?

Ask the class If you wore something on your t-shirt
Always ask .
yourself: who would see it?
w:;?ﬁlg:?fzur Explain how Sam Sam realised when he put something
t-shirt? used the t-shirt rule | on the internet it was like putting it
to help him decide
what he should post.
Anyone might end up seeing it! Before
you post something you should ask
yourself
You should only put things on the
internet if you would be happy
]

23
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PHONE 4: Everyone has a responsibility to think about what they are posting.

Screen

Instructions

Read Out and Discuss

Your posts, your

responsibility!

Explain that
everyone is
responsible for their
own posts

Anytime you post something it is your
responsibility to

Ask the group
leaders to do the
worksheet with their
groups

Ask the class to make
some rules about

what you should and
shouldn’t post online

Ask the class about
their rules

Now our group leaders are going to
give you a classroom activity worksheet
which you will do in your groups

In your groups | want you to decide

Can anybody tell me

24
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PHONE 5: Your settings can help keep you safe online, especially keeping things private.

Screen

Instructions

Read Out and Discuss

Explain that settings
help you control
what people see

If you put your accounts on private it
helps control

If you look at these two pictures you
can see how different

Private Account

Explain that different
apps will have
settings to make
your account private

Most apps will have settings that let
you

This picture shows us how to
on

Instagram

Explain that you can
use your settings to
control who can

sends you messages

You can also

This picture shows us how

on Musically

Talk through
Snapchat’s settings,
especially Ghost
Mode which hides
your location

Let us look at some of Snapchats
settings. The first one

Ghost Mode is really important
because it stops people from

Explain to the class
why private profiles
are safer

Remind the class
that important
information should
never be shared
publicly

It is a lot safer to put your profiles on
private because

You should never share something
important like your location in public,
instead you can

25
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PHONE 6: Recap and homework activity.

Screen Instructions Read Out and Discuss
= e o] Find out what the Can anyone tell me one thing you
class learned learned today?
Whatdﬁie;:ulum?
- Tell the class what | think it is really important to

R | You thinkis

important from the

lesson
Ask the group Group leaders, can you please
: leaders to hand out
Take home activity: the take homework
sS activity worksheet for

]

digital footprint
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LESSON 2 - DIGITAL FOOTPRINT
Group Leader Sheets

This lesson is all about your digital footprint. A digital footprint is a track of everything that you do on the
internet. Things like your posts and pictures or videos you have watched are stored forever online.

Sometimes people can see parts of your digital footprint, like if you post a public comment or share a
photograph for other people to see. Other parts of your digital footprint might be hidden from the public,
like when you send a private message, but companies like Snapchat or Instagram can store the information
on their servers. Also, even if you just send something to one person, they could send it on to others.

The first part of the lesson is where the digital footprint will be explained. A digital footprint is not
necessarily a bad thing, but it can get people in trouble sometimes. For example, if you have mean things in
your digital footprint, then other people might see it.

The second part of the lesson is about why it is so important to think before you post and why it is
important to keep things private online. Sometimes people think that something like Snapchat is safer
because messages disappear, but someone can still screenshot what you say. Once you post anything online,
it is out of your control who can see it.

Here are the key messages:

1) Your digital footprint remembers everything you do online.

2) Once you put something on the internet, you don’t have control of it anymore.

3) We must think about what we put online because we never know who will end up seeing our digital
footprint.

4) Everyone has a responsibility to think about what they are posting.

5) Your settings can help keep you safe online, especially keeping things private.

Group Leaders: Read through your group activity sheets. Think about what kinds of answers people might
give and what questions you could ask to get everyone thinking.

Reminder: If you have any questions about the lesson make sure you ask your teacher beforehand. You can
also practice at home by getting your friends and family to play the role of the pupils that you will be
helping during the digital footprint lesson.
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LESSON 2 - DIGITAL FOOTPRINT
Classroom group activity for digital footprint

Classroom group activity 1:

Read:
All the things you do or post online become part of your digital footprint. People can find out
information about you from looking at your digital footprint.

Ask:
Q Thinking about your own digital footprint, what kind of information could people find out about
you online?
Q What kind of websites or apps do you think add the most to someone’s digital footprint and
why?

Any other questions:

Classroom group activity 2:

Read:
Sam has lost the chance to be signed to the club because of his digital footprint.

Ask:
Q What kind of information would make the club not want to sign him and why?
Q Why would Sam have posted things which are damaging to his reputation?
Q What should Sam have done differently?

Any other questions:
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1. A picture of your
friend who looks
really angry. You
have written he’s
soo00 mad at me
LOL

=Yale
2Enu

4. Ameanreplyina
group chat

LESSON 2 - DIGITAL FOOTPRINT
Classroom activity worksheet for digital footprint

Decide whether you
would send the texts

below

2. A selfie of you
and your friends
smiling

5. A picture of your
favourite video
game

3. A picture of a
letter you received.
Your address is on
the letter

6. A picture of you
and your friends
stood outside your
school in your
uniforms

Primary 7 / Year 6 / 5" Class

E APPYNESS

4Kk ONLINE



LESSON 2 - DIGITAL FOOTPRINT
Homework activity worksheet for digital footprint

Every time you do something on the internet it leaves a trace called your digital footprint.

Using what you learned about digital footprints in Appyness Online, explain to a parent/guardian
why it is important to be careful about what you do on the internet.

Talk to your parent/guardian about some of the activities that you both like to do online. Draw
some of these activities in the footprints.

OOOO OOOO

Discuss: What are some things you would not want in your digital footprint?

Parent/Guardian signature:
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LESSON 3 - SCREEN TIME
Teacher Overview

Materials required for the lesson:

oDoodoo

Lesson software loaded on the computer.

One presenter sheet for each presenter (typically 2 presenters per lesson).

One group leader sheet for each group leader (typically 8 group leaders per lesson).
One classroom activity worksheet for each pupil (typically 30 pupils per lesson).
One homework activity worksheet for each pupil (typically 30 pupils per lesson).

Before beginning the lesson:

Load Lesson 3 on the Appyness Online software. Check the lesson is displayed on the whiteboard.
Confirm all the presenters have their materials ready and feel comfortable to proceed with the
lesson plan.

Ensure that the class has been divided into groups of 3 to 4 pupils. A typical class of 30 pupils will
have 6 groups of 4 pupils and 2 groups of 3 pupils. Assign one group leader to each group, 8 group
leaders in total.

Remind the class of any rules you have for the lesson plan and classroom activities.

Key Message Timing for 30 min
class

1 Screen time can take away from other time. 3 mins
2 Too much screen time can affect your health, feelings and relationships. 9 mins
3 Apps and games are designed to keep you on as long as possible. 7 mins
4 Screens aren’t good for sleep so take a break from screens before bed. 4 mins
5 Think about ways you can have better screen time habits. 4 mins
6 Recap and homework activity. 3 mins

]
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LESSON 3 - SCREEN TIME
Presenter Sheets

This lesson is about screen time. Screen time is about the amount of time you spend on screens.

Sometimes it can be hard to spend less time on screens because apps and games are made to keep you on
them for as long as possible. While it can be really fun to spend time playing games or being online, too
much screen time can affect your health and your happiness. It can also take time away from things you
like to do in the real world.

The first part of this lesson is about screen time and it will explain why it is important to have balance with
your screen time and think about some ways that you can have healthier habits with your screen time.

The second part of this lesson will teach the class about blue light and why they should take a break from
screens before bed. Screen time can also affect your sleep. All screens give off something called blue light.
This blue light makes your brain think it is daytime and so it doesn’t make the hormone melatonin which
helps you have a good night’s sleep.

Here are the key messages:

1) Screen time can take away from other time.

2) Too much screen time can affect your health, feelings and relationships.
3) Apps and games are designed to keep you on as long as possible.

4) Screens aren’t good for sleep so take a break from screens before bed.
5) Think about ways you can have better screen time habits.

Presenters: Read through each screen and think about what you might say for each screen. Remember, you
are the storyteller.

Reminder: If you have any questions about the lesson make sure you ask your teacher beforehand. You can
also practice at home by getting your friends and family to play the role of the pupils that you will be
helping during the screen time lesson.
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PHONE 1: Screen time can take away from other time.

Presenters, to yourself, read the “Instructions” box for each screen. Fill in the blanks in the “Read Out and
Discuss” box. Read to the class the completed text in the “Read Out and Discuss” box. Discuss with the class,
what is on the screen and the text you have read out.

Screen Instructions Read Out and Discuss

Ask the class What is screen time?

Explain what screen | Any time that you spend on a screen,
time is including TV is called screen time, for
example

Ask some questions | Sam had 7 hours of free time on
about Sam’s screen Saturday.

time
How much screen time did he have?
How much time did he spend in the
real world?

If Sam wanted to spend 4 hours on
screens what would he have to give
up?

Explain that time on | If Sam wanted more time on screens

screens is taken he would have to
away from other
activities

]
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PHONE 2: Too much screen time can affect your health, feelings and relationships.

Screen

Instructions

Read Out and Discuss

Describe how Ava is
always on her phone
and her friend thinks
this is a problem

Ava spends most of her free time on
screens, even during

Take some answers
from the groups

aq
Ava decides to think | Ava’s friend Sam tells her that she
about it thinks Ava
Ava felt a bit annoyed, but
E 5] Ask the class to work | Now our group leaders are going to do
— in their groups classroom group activity 1 with you.
[
Group Activity!

What answers did you have for each

question?

1. Can you have too much screen

time?

2. Do you know anyone who spends
too much time online? Why do you
think it is too much?

3. When is screen time good and
when is it bad?

Screen Time

WOrksheet- i

Ask the group
leaders to do the
worksheet with their
groups

Ask the class about
their answers

Now our group leaders are going to
give you a classroom activity worksheet
which you will do in your groups

What did people have for:

1. How could too much screen time
affect you physically?

2. How could too much screen time
affect your feelings and emotions?

3. How could too much screen time
affect your relationships?
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Screen

Instructions

Read Out and Discuss

Screen Time

Describe how Ava
decided to cut down
her screen time, to
have healthy habits

Lisa is not going to stop using screens,
but

She realised it is a bit like healthy
eating and you need to have balance
so that
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PHONE 3: Apps and games are designed to keep you on as long as possible.

Screen

Instructions

Read Out and Discuss

Explain that Ava is
finding it hard to
stop using her phone

Ask the class

Ava has been trying to spend less

Ava decided to watch one quick video
on YouTube. What do you think
happened next?

Many videos

Describe how Ava
ended up watching
many videos

Ask the class

Ava only wanted to watch one video,
but

After each video ended another one
loaded and she found it hard to stop.

Why do you think it can be difficult to
stop sometimes?
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Screen

Instructions

Read Out and Discuss

s, Designed to
77 keep you
i t/\” hooked! @

Explain that
companies make
apps and games to
keep you on as long
as possible

Ask the class

Describe some of the
examples

When companies are making apps and
games they

Can you think of any examples? There
are some on the screen.

Auto playing the next video on Netflix
or YouTube makes you want to keep
watching — this is what happened to
Ava

Streaks show how long you have been
sending a message to the same person
so you will keep sending them
messages

Notifications make you want to check
the app again

Trophies and achievements in games
make you want to spend more time

playing
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Screen

Instructions

Read Out and Discuss

Ask the class to work
in their groups

Take some answers
from the groups

Now our group leaders are going to do
classroom group activity 2 with you.

What answers did you have for each
question?

If | start getting angry after playing a
game for a while | could

If | keep getting distracted by screens
when doing my homework | could

If  am spending time with friends but
getting distracted by my phone or
tablet | could

If | keep saying “just one more” but |
do not stop | could

Explain that Ava
made a plan of
things to help her

Describe the
examples on the
screen

Just like you did in that group activity,
Ava

Here are some of the things she
decided to do. First is setting a timer
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PHONE 4: Screens aren’t good for sleep so take a break from screens before bed.

Screen

Instructions

Read Out and Discuss

Do you think screens affect

your sleep?

Ask the class

Explain why sleep is
important

Do you think screens affect your
sleep?

Why?

Your body needs sleep so that you can
grow and

Your brain needs sleep so that you can

Explain that Max
uses his phone at
night and he is
having issues with
his sleep

Ask the class

Max does not get enough sleep
because he

What are some things Max could do?

Explain how screens
give off blue light
which tricks your
brain into staying
awake

All screens give off something called

When your brain sees blue light at
night it thinks it is still daytime. This
tricks

Using your screen before you go to
bed means you won’t sleep as well and
el

Take a break 1 hour before bed.

Explain that the best
solution to blue light

is to take a one hour
break before bed

Some apps can make blue light a bit
better but they do not get rid of it. The
best thing you can do about blue light
is
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PHONE 5: Think about ways you can have better screen time habits.

Screen

Instructions

Read Out and Discuss

How can we help
Ava to manage
her screen time?

8

Explain that like Sam,
Ava’s parents felt she
had too much screen
time

Tell the class

Ask the class for
some of their
answers

Just like Sam, Ava’s parents

They sometimes worried that her
screen time was affecting

For one minute in your group, discuss:
If you were Ava’s parents, how would
you help her to have better screen
time habits?

Ava made some changes

" rmgoing 10

y my phone L
| awaynowsol
P - can hang out r
* -0 W with Som i
- 4
o~ -y~
as

Explain that Ava
made some changes
like using her phone
around friends

Ask the class to think
if there are any
changes they could
make to their own
screen time

Ask the class for
some of their
answers

Ava decided to

Now when she spends time with Sam

Can you think of any changes

Would anyone like to tell me
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PHONE 6: Recap and homework activity.

Screen

Instructions

Read Out and Discuss

oY

| « Appyness

oy

© |

Recap
What did you learn?
@
-

Find out what the
class learned

Tell the class what
you think is
important from the
lesson

Can anyone tell me one thing they
learned today?

| think it’s really important to

Take home discussion:

Ask your parents and guardians what they
do to manage their screen time at home

]

Ask the group
leaders to hand out
the take homework
activity worksheet for
screen time

Group leaders, can you please
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LESSON 3 - SCREEN TIME
Group Leader Sheets

This lesson is about screen time. Screen time is about the amount of time you spend on screens.

Sometimes it can be hard to spend less time on screens because apps and games are made to keep you on
them for as long as possible. While it can be really fun to spend time playing games or being online, too
much screen time can affect your health and your happiness. It can also take time away from things you
like to do in the real world.

The first part of this lesson is about screen time and it will explain why it is important to have balance with
your screen time and think about some ways we can have healthier habits with our screen time.

The second part of this lesson will teach the class about blue light and why they should take a break from
screens before bed. Screen time can also affect your sleep. All screens give off something called blue light.
This blue light makes your brain think it is daytime and so it doesn’t make the hormone melatonin which
helps you have a good night’s sleep.

Here are the key messages:

1) Screen time can take away from other time.

2) Too much screen time can affect your health, feelings and relationships.
3) Apps and games are designed to keep you on as long as possible.

4) Screens aren’t good for sleep so take a break from screens before bed.
5) Think about ways you can have better screen time habits.

Group Leaders: Read through your group activity sheets. Think about what kinds of answers people might
give and what questions you could ask to get everyone thinking.

Reminder: If you have any questions about the lesson make sure you ask your teacher beforehand. You can
also practice at home by getting your friends and family to play the role of the pupils that you will be
helping during the screen time lesson.
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LESSON 3 - SCREEN TIME

Classroom group activity for screen time

Classroom group activity 1:

Read:
Ava’s friends think she spends too much time on screens. This has made Ava think about her own
screen time.

Ask each group member:
Q Can you have too much screen time?
Q Do you know anyone who spends too much time online? Why do you think it’s too much?
Q When is screen time good and when is it bad?

Any other questions:

Classroom group activity 2:

Read:
Ava has found it hard to cut down her screen time.

Ask each group member:
Why do you think it can be hard to cut down your screen time?

Ask each group member to help the group finish each sentence:
QIf | start getting angry after playing a game for a while | could

QIf | keep getting distracted by screens when doing my homework | could

Q If  am spending time with friends but getting distracted by my phone or tablet | could

QIf | keep saying “just one more” but | don’t stop | could

Any other questions:
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LESSON 3 - SCREEN TIME
Classroom activity worksheet for screen time

How could too much screen time affect you physically?
(How could it affect your eyes, head, etc.?)

How could too much screen time affect your feelings and emotions?

How could too much screen time affect your relationships?
(With your parents, friends, siblings, etc.?)
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LESSON 3 - SCREEN TIME
Homework activity worksheet for screen time

Screen time can be a lot of fun, but too much screen time can affect your health.

Using what you learned about screen time in Appyness Online. Write down or draw some of the
positives and negatives about screen time with a parent/guardian.

Positives of Screen Time Negatives of Screen Time

Discuss: What rules do you have in your house about screen time and how do they keep you
healthy?

Parent/Guardian signature:
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LESSON 4 - FRIENDS ONLINE

Teacher Overview

Materials required for the lesson:

a Lesson software loaded on the computer.

a One presenter sheet for each presenter (typically 2 presenters per lesson).

a One group leader sheet for each group leader (typically 8 group leaders per lesson).
a

a

One classroom activity worksheet for each pupil (typically 30 pupils per lesson).
One homework activity worksheet for each pupil (typically 30 pupils per lesson).

Before beginning the lesson:

° Load Lesson 4 on the Appyness Online software. Check the lesson is displayed on the whiteboard.

° Confirm all the presenters have their materials ready and feel comfortable to proceed with the
lesson plan.

° Ensure that the class has been divided into groups of 3 to 4 pupils. A typical class of 30 pupils will

have 6 groups of 4 pupils and 2 groups of 3 pupils. Assign one group leader to each group, 8 group
leaders in total.

° Remind the class of any rules you have for the lesson plan and classroom activities.
Key Message Timing for 30 min
e -l
1 If you haven’t met someone in real life then be careful what you share. 7 mins
2 People can pretend to be someone else on the internet. 3 mins
3 You can’t trust who someone is if you only know them from the internet. 4 mins
4 If you feel uncomfortable or concerned about a message you receive online then | 4 mins
take action.
5 Look out for signs of trouble. 7 mins
6 Recap and homework activity. 3 mins
]
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LESSON 4 - FRIENDS ONLINE
Presenter Sheets

This lesson is all about your friends online.

The first part of this lesson will teach you about the risks of talking to people you do not know online. It can
be a lot of fun to play with or talk to your friends online. Lots of apps and games let you talk to other people
too, but this can be dangerous. It is very easy for people to lie about who they really are online. When
someone pretends to be someone else online it is called catfishing.

The second part of the lesson will teach why you should only trust people you know from real life, and what

to do if you feel worried or suspicious of someone online. Sometimes people might pretend to be nice or
try and pressure someone to get information about them or because they want to meet in person.

Here are the key messages:

1) If you haven’t met someone in real life then be careful what you share.

2) People can pretend to be someone else on the internet.

3) You can’t trust who someone is if you only know them from the internet.

4) If you feel uncomfortable or concerned about a message you receive online then take action.
5) Look out for signs of trouble.

Presenters: Read through each screen and think about what you might say for each screen. Remember, you
are the storyteller.

Reminder: If you have any questions about the lesson make sure you ask your teacher beforehand. You can
also practice at home by getting your friends and family to play the role of the pupils that you will be
helping during the friends online lesson.
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PHONE 1: If you haven’t met someone in real life then be careful what you share

Presenters, to yourself, read the “Instructions” box for each screen. Fill in the blanks in the “Read Out and
Discuss” box. Read to the class the completed text in the “Read Out and Discuss” box. Discuss with the class,
what is on the screen and the text you have read out.

Screen

Instructions

Read Out and Discuss

Explain that we have
different types of
relationships in our
lives

We have different types of
relationships in our lives like

I would tell a friend
would not tell a stranger.

, but |

.

Gmup Activity!
. Relationship Worksheet

Ask the group
leaders to do the
worksheet with their
groups

Ask the class about
their answers

Now our group leaders are going to
give you a worksheet which you will do
in your groups

Can anyone tell me what things you
wrote for each type of relationship?

|¢'&‘I‘-m0n|

T Great game everyone! ;)

Justin: OMG that level was so hard!

Ali: We are UNBEATABLE!! o

weekend?

I'm so tired after that! What are you guys doing this ]

Explain how Justin
plays online with his
friend Ali and Ali’s
friend Tom.

Ask the class

Read the screen and
explain why it would
not be safe to
answer Tom’s
question

Justin plays

He knows Ali from school, but he has
never met Tom. Justin finds out Ali has
never met Tom either.

Justin feels like Tom is his friend
online, but should he share things with
Tom like he would with a friend? Why?

Let us look at what Tom said in the
group *read the screen*

If you do not know someone in real life
then you should be careful about
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PHONE 2: People can pretend to be someone else on the internet

Screen Instructions Read Out and Discuss
= | i A " T ncx Describe how Molly | Molly knows Jack in real life from
. gl and Jack are friends

in real life and online

She likes to go online and

This is safe because they know each
other in real life.

z } ™ ‘ Describe how Molly | What if Molly had never met Jack
) would not know who | before? She would not know
< she is really talking
/ U to if Jack was a
oo I O stranger
If she was talking to a stranger, they
could be anybody. Let us see in the
next picture who she is talking to.
= Wi, W Ask the class What is happening in this picture?
A=
G‘i 42, SPAIN
) Explain to the class It is very easy to lie on the internet and
/ how it can be risky to | some people might want to steal your
“ousn talk to strangers information or hurt you.

Ask the class If a stranger on the street asked you
for your name, age and address would
you tell them?

Explain to the class If Molly thinks this person is her friend

why you need to be | then when he tells her things she

just as careful online | might
It is really important to

]
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PHONE 3: You can’t trust who someone is if you only know them from the internet.

Screen

Instructions

Read Out and Discuss

What is
catfishing?

Ask the class

Explain to the class
that a catfish is
someone who
pretends to be
someone else online

Does anyone know what a catfish is on
the internet?

A catfish is

The random hacker on the last phone
was catfishing Molly because

Look for the blue tick...
Ed Sheeran o Cristiano Reonaldo &

nike @ zendaya @

Ask the class

Explain what the
blue tick is for

Does anyone know what a blue tick
means on a celebrity’s profile?

The blue tick means that the app has
made sure that person really is a
celebrity. So if Ronaldo is tweeting you
but he does not have a blue tick, then

Ask the class

Explain that there is
no way to know for
sure

Do you remember at the beginning we
talked about Justin, his friend Ali, and
Tom who nobody knew in real life?

Could Tom’s profile be fake?
Is there anyway Justin could know?
Tom is not a celebrity so he won’t have

a tick. There is no way we can know if
Tom'’s profile is fake because

You can't trust someone If you
only know them on the internet

Explain that you can
never trust people if
you only know them
on the internet

If you do not know someone in real life
then
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PHONE 4: If you feel uncomfortable or concerned about a message you receive online then take action.

Screen

Instructions

Read Out and Discuss

| "ﬁ_ Zara's Phone

[ OMG that photo Is 5o funny & ]

[+ S cool. Did you take that in school? | go to Our Lady's. |

Zara: Eh no, | didn't.

[ 1421 On OK. What sehosl co you go te? ]

Ii-ﬁ Zara's Phone

[Znn:!onymldm‘!mmnmllmmmuoonh]
that.

v- Don't be stupid! I've already told you where | go to
school so just tell me. | told you locoooonds about me and
now you're not being nice! :(

Introduce Zara

Read through the
two screens showing
the conversation.

Describe how Zara
explained she did
not want to say what
school she goes to
and now Mary is
putting pressure on
her

This is Zara. She likes to post pictures
with funny filters on but one day a girl
called Mary messages her.

*Read through the screens*

Zara decided she did not want to tell
Mary, but now Mary is putting
pressure on her by

LS femme CHl

. Group Activity! l

Ask the class to work
in their groups

Take some answers
from the groups

Now our group leaders are going to do
classroom group activity 1 with you.

What answers did you have for each
guestion?

1. How do you think Zara might be
feeling?

2. Why might Zara want to tell her?
3. What are some things that Zara
could do next?

4. What did your group think Zara
should do next?

Stop talking
to them

Tell the class what
they can do

If you ever feel uncomfortable or
concerned about something you see
online, take action!

Some things you can do are
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PHONE 5: Look out for signs of trouble!

Screen

Instructions

Read Out and Discuss

A

Look out for
signs of
trouble!

Explain that you
should always look
out for anything
suspicious

Give some examples
of what might be
suspicious

You might not know who is telling the
truth online but you should always

When Mary was being mean to Zara
and pressuring her that was a sign

If Tom asked Justin to meet up with
him that would be a sign too.

ras

Appyness

et s

Ask the class to work
in their groups

Ask the groups for
some things they
found

Now our group leaders are going to do
classroom group activity 2 with you.

Can anyone tell me

© |

Keep an eye out for danger and

take action if you see it!

Read out the
message on the
screen and make
sure everyone knows
how important it is

*Read the message on the screen*

Remember that
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PHONE 6: Recap and homework activity.

Screen

Instructions

Read Out and Discuss

= Appyness © |

Recap
What did you learn?
@)
L\

Find out what the
class learned

Tell the class what
you think is
important from the
lesson

Can anyone tell me one thing they
learned today?

| think it’s really important to

I'T-' apeomese ® |

Take home activity:
IBring the sheet home. complete i with a parent

e ‘
B

Ask the group
leaders to hand out
the homework
activity worksheet for
friends online

Group leaders, can you please
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LESSON 4 - FRIENDS ONLINE
Group Leader Sheets

This lesson is all about your friends online.

The first part of this lesson will teach you about the risks of talking to people you do not know online. It can
be a lot of fun to play with or talk to your friends online. Lots of apps and games let you talk to other people
too, but this can be dangerous. It is very easy for people to lie about who they really are online. When
someone pretends to be someone else online it is called catfishing.

The second part of the lesson will teach why you should only trust people you know from real life, and what

to do if you feel worried or suspicious of someone online. Sometimes people might pretend to be nice or
try and pressure someone to get information about them or because they want to meet in person.

Here are the key messages:

1) If you haven’t met someone in real life then be careful what you share.

2) People can pretend to be someone else on the internet.

3) You can’t trust who someone is if you only know them from the internet.

4) If you feel uncomfortable or concerned about a message you receive online then take action.
5) Look out for signs of trouble.

Group Leaders: Read through your group activity sheets. Think about what kinds of answers people might
give and what questions you could ask to get everyone thinking.

Reminder: If you have any questions about the lesson make sure you ask your teacher beforehand. You can
also practice at home by getting your friends and family to play the role of the pupils that you will be
helping during the friends online lesson.
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LESSON 4 - FRIENDS ONLINE

Classroom group activity for friends online

Classroom group activity 1:

Read:

Zara told Mary she did not want to tell her where she goes to school and Mary is annoyed at her
now.

Ask each group member:
Q. How do you think Zara might be feeling?
Q Why do you think Zara might change her mind and tell Mary?
Q What are some things that Zara could do next?

Decide as a group, what are the best options for what she should do next?

Any other questions:

Classroom group activity 2:

Read:
We have to be like detectives and watch out for any signs of trouble.

Ask each group member:
Q What would be some clues or some warning signs that we can see online that might lead to

trouble?
Any other questions:
]
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LESSON 4 - FRIENDS ONLINE

Classroom activity worksheet for friends online

Write down
what you would
share and not
share for each
of these ACQUAINTANCES

relationships.

CLOSE FRIENDS STRANGERS

ACQUAINTANCES

CLOSE FRIENDS

STRANGERS
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LESSON 4 - FRIENDS ONLINE

Homework activity worksheet for friends online

A boy called Lucas was playing a game on his Dad’s phone and someone he did not know sent him
a message. He replied and now this person has sent him more messages.

Using what you learned about fake friends and real friends in Appyness Online, explain to a
parent/guardian why this situation could be dangerous.

The Messages

Randomer77: Hey your profile picture is really cool!!
Lucas: Thanks
Randomer77: My name is Bradley, what’s your name?

Randomer77: Hey you still there? | have got free credits for this
game, | can send you some if you want?

Decide together: What should Lucas do next?

Discuss: Do you have any rules about talking to people you don’t know online?
What should you do if someone is sending you messages?

Parent/Guardian signature:
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LESSON 5 - CYBERBULLYING
Teacher Overview

Materials required for the lesson:

Odoodod

Lesson software loaded on the computer.

One presenter sheet for each presenter (typically 2 presenters per lesson).

One group leader sheet for each group leader (typically 8 group leaders per lesson).
One classroom activity worksheet for each pupil (typically 30 pupils per lesson).
One homework activity worksheet for each pupil (typically 30 pupils per lesson).

Before beginning the lesson:

Load Lesson 5 on the Appyness Online software. Check the lesson is displayed on the whiteboard.
Confirm all the presenters have their materials ready and feel comfortable to proceed with the
lesson plan.

Ensure that the class has been divided into groups of 3 to 4 pupils. A typical class of 30 pupils will
have 6 groups of 4 pupils and 2 groups of 3 pupils. Assign one group leader to each group, 8 group
leaders in total.

Remind the class of any rules you have for the lesson plan and classroom activities.

Key Message Timing for 30 min
class

1 Cyberbullying comes in many different forms. 7 mins
2 We have to think about how other people might feel when we are doing things 7 mins
online.
3 Be an upstander not a bystander. 3 mins
4 Take action if you see or experience bullying. 4 mins
5 If you are worried or upset, ask an adult that you trust for help. 6 mins
6 Recap and homework activity. 3 mins
]
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LESSON 5 - CYBERBULLYING
Presenter Sheets

This lesson is all about cyberbullying. Cyberbullying is bullying that happens through the internet.
Cyberbullying can come in lots of different forms like leaving mean comments or sending hurtful messages,
harassing someone in a game so that they can’t enjoy it or posting things to embarrass other people.

An example of cyberbullying is the Bystander effect. The Bystander Effect is when lots of people see
something bad happening, like cyberbullying, they often wait for someone else to do something. Bystanders
might see things happening but they don’t do anything to help. Being an upstander means standing up for
other people, making sure they are okay and taking action when you see cyberbullying happening to
someone else.

The first part of this lesson teaches you the impact that cyberbullying can have on a person.

The second part of this lesson teaches you how to be an upstander and not a bystander. | will show you
ways where you can take action if you see or experience cyberbullying.

There are some tips about dealing with cyberbullying in this lesson like using Stop, Block and Tell or taking
screenshots. The most important thing is that all children know they can get help if they are being
cyberbullied. If you are ever feeling upset or worried about cyberbullying that is happening to your or that
you see happening to other people, the best thing to do is talk to an adult who you trust.

Here are the key messages:

1) Cyberbullying comes in many different forms.

2) We have to think about how other people might feel when we’re doing things online.
3) Be an upstander not a Bystander.

4) Take action if you see or experience cyberbullying.

5) If you are worried or upset, ask an adult you trust for help.

Presenters: Read through each screen and think about what you might say for each screen. Remember, you
are the storyteller.

Reminder: If you have any questions about the lesson make sure you ask your teacher beforehand. You can
also practice at home by getting your friends and family to play the role of the pupils that you will be
helping during the cyberbullying lesson.
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PHONE 1: Cyberbullying comes in many different forms.

Presenters, to yourself, read the “Instructions” box for each screen. Fill in the blanks in the “Read Out and
Discuss” box. Read to the class the completed text in the “Read Out and Discuss” box. Discuss with the class,
what is on the screen and the text you have read out.

Screen

Instructions

Read Out and Discuss

What is
Cyberbullying?

Ask the class

Make sure the class
knows what
cyberbullying is

What is cyberbullying?

Cyberbullying is

What are some
cyberbullying
behaviours?

Ask the class

What things can be described as
cyberbullying

Cyberbullying behaviours

Posting things ta hurt i
or upset someane
Posting things to
‘embarrass someone

Mean or rude

Leaving people out

Talk through the
cyberbullying
behaviours shown on
the screen

Let us look at some examples of
cyberbullying behaviours

o Zara realised that even though
she never thought she was a
cyberbully. sometimes she was
acting like one

Explain how Zara
realised she
sometimes does
cyberbullying
behaviours

Ask the class

Zara never thought she was a
cyberbully, but

What advice would you give Zara?

Group Questions

vy do
poopie
cyberbuly?

L]

Ask the class to work
in their groups to
answer the two
guestions

Ask the groups for
some of their
answers

Zara has some questions. Now our
group leaders are going to do
classroom group activity 1 with you.

What answers did you have for
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PHONE 2: We have to think about how other people might feel when we’re doing things online.

Screen

Instructions

Read Out and Discuss

Go to the phone and choose the
“Mark and Ava” video
T

Click on the phone
and select the “Mark
and Ava” video

We are going to watch a video

Ask the class to work
in their groups

Take some answers
from the groups

Now our group leaders are going to do
classroom group activity 2 with you.

What answers did you have for each

guestion?

1. Why did Mark put the pictures on
his story?

2. Do you think Mark was trying to
hurt Ava’s feelings?

3. What should Mark do next?

Explain to the class
how Mark could
have done things
differently

Mark might not have meant to hurt
Ava, but he should have thought about

Be a good friend:

Think before you post!

Explain to the class
how important it is
to think about other
people’s feelings

Before you post something is a good
idea to think about how it might make
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PHONE 3: Be an upstander not a bystander.

Screen

Instructions

Read Out and Discuss

} + 5 GAME CHAT

[f\ /- LOL Nice you are such a loser in this game ]

Shax: Can we kick him out of the game? He's rubbish

[.' Yeah go play somewhere else Nico ]

Ask someone to read
out the messages

Make sure the class
understand the
messages

Would anyone like to read

Ali and Shaz are being

7 David sees the messages in the chat.
He thinks the others are being too
mean. He is worried about how Nico
will feel.

Explain that David
feels uncomfortable
when he sees the
messages

David feels like

He learned before that you have to
think about how other

Explain to the class
that bystanders are
people who see
bullying happen

In this picture there is a person being
bullied, a person

Bystanders are

Be an Upstander!

»

L]

Don’t be a Bystander

Explain that the
bystanders can stand
up for other people
and be upstanders.
This lets bullies know
that their behaviour
is not okay.

Instead of saying or doing nothing you
can be an upstander by

When an upstander says something it
sends a message to the bullies that

« €5 GAME CHAT

[ HA Nico you are such a loser ]

Shaz: Can we kick him out of the game? He's rubbish

2 vean ge play semewhere eise Miea |

IDW\U: Leave him alone. It's not okay 1o talk to someone like ]
tha!

Explain that David
decided to be an
upstander

David decided to be an upstander. His
reply said

| think it is really important to
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PHONE 4: Take action if you see or experience cyberbullying.

Screen

Instructions

Read Out and Discuss

Max keeps
getting mean
messages from
people he
doesn't know.

What can he do?

It just makes it
worsel

Explain to the class
that Max should not
reply because it will
just make things
worse

Max should not reply because

If you get a mean message

Use the options in the app or game

Explain that most
apps and games have
options to Block,
Mute or Report
people

You can use some of the options in the
app or game like

Block means the person cannot play or
talk to you at all.

Mute means you cannot hear what they
are saying in a game

Report means the app or game will look
at their account and ban them if they
broke any rules.

Explain that you can
take screenshots or

pictures so you have
evidence

If you see cyberbullying you can take
screenshots or take a picture of the

screen with another phone. This is good
because

Remind the class how
important it is to take
action if you see or
experience
cyberbullying

It is really important to remember
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PHONE 5: If you are worried or upset ask an adult you trust for help.

Screen

Instructions

Read Out and Discuss

MOST IMPORTANT
THING:
H you ever feel worried

¥ : >
‘ ‘ 4 or upset about
‘ 2. 0 something that has
‘ \ happened online talk
{ o an adult you trust
m

Explain that if you
are worried about
cyberbullying you
have seen or
experienced it is
really important to
talk to an adult who
you trust

Ask the class to
discuss who they
would talk to

Ask the class for
some of their
answers

If you are ever feeling

You should get some help by

In your groups | want you to discuss
which adults in your life you would ask
for help if you were upset or worried
about cyberbullying. Group leaders,
make sure everyone gets a chance to
speak.

Can some people tell me which adults
in your life you would ask for help?

=)

Ask the group
leaders to hand out
the cyberbullying
worksheet

Ask the class about
their answers

Now our group leaders are going to
give a classroom activity worksheet
which you will each complete
individually.

Would anyone like to tell me some of
the things you wrote for each
guestion?
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PHONE 6: Recap and homework activity.

Take home activity:
Bring the sheet hame, complate i with & parent

o guardian and make sure they sign i
B

leaders to hand out
the homework
activity worksheet for
cyberbullying

Screen Instructions Read Out and Discuss
. Find out what the Can anyone tell me one thing they
B gy © |
class learned learned today?
Recap
[ w"“did"""""?,.,] Tell the class what | think it’s really important to
s you think is
important from the
lesson
= e — Ask the group Group leaders, can you please
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LESSON 5 - CYBERBULLYING
Group Leader Sheets

This lesson is all about cyberbullying. Cyberbullying is bullying that happens through the internet.
Cyberbullying can come in lots of different forms like leaving mean comments or sending hurtful messages,
harassing someone in a game so that they can’t enjoy it or posting things to embarrass other people.

An example of cyberbullying is the bystander effect. The bystander Effect is when lots of people see
something bad happening, like cyberbullying, they often wait for someone else to do something. Bystanders
might see things happening but they don’t do anything to help.

Being an upstander means standing up for other people, making sure they are okay and taking action when
you see cyberbullying happening to someone else.

The first part of this lesson teaches you the impact that cyberbullying can have on a person.

The second part of this lesson teaches you how to be an upstander and not a bystander. | will show you
ways where you can take action if you see or experience cyberbullying.

There are some tips about dealing with cyberbullying in this lesson like using Stop, Block and Tell or taking
screenshots. The most important thing is that all children know they can get help if they are being
cyberbullied. If you are ever feeling upset or worried about cyberbullying that is happening to your or that
you see happening to other people, the best thing to do is talk to an adult who you trust.

Here are the key messages:

1) Cyberbullying comes in many different forms

2) We have to think about how other people might feel when we’re doing things online
3) Be an upstander not a Bystander

4) Take action if you see or experience cyberbullying

5) If you are worried or upset, ask an adult you trust for help

Group Leaders: Read through your group activity sheets. Think about what kinds of answers people might
give and what questions you could ask to get everyone thinking.

Reminder: If you have any questions about the lesson make sure you ask your teacher beforehand. You can
also practice at home by getting your friends and family to play the role of the pupils that you will be
helping during the cyberbullying lesson.
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LESSON 5 - CYBERBULLYING
Classroom group activity for cyberbullying

Classroom group activity 1:

Read:
Zara has realised that sometimes she does things which would count as cyberbullying. Now she
has some questions about cyberbullying.

Ask each group member:
Q Why do people cyberbully?
Q ls it still cyberbullying if it’s funny?

Any other questions:

Classroom group activity 2:

Read:
Mark posted funny photos of Ava online. She found them funny at first, but the joke hasn’t gone
away and now she is getting concerned about who is seeing the photos.

Ask each group member:
Q Why did Mark put the pictures on his story?
Q Mark is Ava’s friend. Why do you think he is doing something that upsets her?
Q What should Mark do next?

Any other questions:
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LESSON 5 - CYBERBULLYING
Classroom activity worksheet for cyberbullying

Q Tick which of these counts as cyberbullying.

Tagging a friend in a photo.

Posting videos of a person without their permission.

Beating someone up.

Deliberately leaving someone out of a group chat.

Posting mean comments on a person’s profile picture.

Teasing someone about their appearance to their face.

Making fun of a person’s religion on Facebook.

Sending a person a friend request.

Spreading hurtful pictures of a person on Snapchat.
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LESSON 5 - CYBERBULLYING
SHomework activity worksheet for cyberbullying

A girl called Aisha has been having a tough time at school. Some of the people in her class have
started to send her mean messages in some of the apps and games that she uses. It has been
happening for 2 weeks now and she is feeling upset about it.

Using what you learned about cyberbullying in Appyness Online, explain to a parent/guardian why
this is cyberbullying.

Discuss: The questions below together:

Q If you were Aisha’s friend what advice would you give her?

Q Can you think of any reasons why Aisha might be scared to ask for help?

Q If you are being cyberbullied, what would be the best thing to do?

Parent/Guardian signature:
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